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1. Introduction 

1.1. Purpose 

This paper describes the information governance principles and arrangements that underpin the 
Scottish Primary Care Information Resource (SPIRE) being developed by NHS National Services 
Scotland (NSS). 

It outlines the information governance framework relating to the access and use of GP-held patient 
data for purposes other than direct care, i.e. where data are to be extracted and used for GP cluster 
reporting, GP contract requirements, research, audit and statistical purposes. It is, however, 
recognised that SPIRE may sometimes be used to support direct patient care1. In such cases the 
principles described in this document will also apply. 

The framework builds upon the Caldicott Principles, Data Protection legislation and common law of 
confidentiality so that the GP community and their patients can be reassured that the right 
combination has been found to address individual privacy concerns and enable research that 
benefits the community at large. 

 

1.2. Audience 

This document is aimed at SPIRE stakeholders including representatives for patients, the medical 
profession and general practices. 

Once approved, this document will be published along with other communication materials to further 
explain these principles and controls. 

 

1.3. Status 

The current document is a revision of the version approved by the SPIRE Project Board on 
13/09/2013, reflecting changes to the scope of data extraction, in particular the removal of the 
National Dataset as a SPIRE deliverable. 

 

1.4. Review 

This document will be reviewed annually by the SPIRE Steering Group (SSG) to ensure that it is fit 
for purpose. 

 

1.5. Date of Last Review 

This document was last reviewed on 31 August 2016. 

                                                 
1
 Practices can use SPIRE for example, to perform local searches for call and recall of patients for preventative care as well as 

management of Long Term Conditions 
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2. Foreword 

General Practice records currently provide the most comprehensive set of life-long health data 
anywhere in Scotland. GPs, as Data Controllers, are custodians of this data and have a key 
responsibility to ensure that public confidence is maintained. This need for confidence goes far and 
beyond just getting the right level of data security and privacy. When a patient registers with a GP 
and seeks healthcare there is the normal expectation that their health data will be shared with 
appropriate organisations in order to provide direct care. Issues of trust and consent for sharing for 
direct care are already addressed by policy and professional guidance (e.g. NHS Scotland Code on 
Patient Confidentiality and Access Framework governing staff). Guidance published by the General 
Medical Council2 sets out: ‘Patients have a right to expect that information about them will be held in 
confidence by their doctors’, ‘Confidentiality is central to trust between doctors and patients’, and 
this Information Governance Principles paper sets out the Scottish Primary Care Information 
Resource (SPIRE) commitments to safeguard the confidentiality of information in patients’ records. 

SPIRE will provide a data extract and analysis service based within NHS National Services 
Scotland’s (NSS) Public Health & Intelligence Strategic Business Unit (PHI) – described in more 
detail in the project proposal document3. In addition SPIRE will work closely with GP representatives 
to ensure that appropriate searches and reports are available for practices and practice clusters to 
fulfil requirements for any new contractual requirements. 

The following will apply: 

1) As it is the Data Controller, the agreement of each practice is required prior to transfer of data – 
GP Practices will be able to choose whether to sign up for extraction of aggregated data (e.g. 
for flu surveillance and other data that does not contain personal-identifiable data), or to 
scrutinise each request before deciding whether to approve release of data from the practice. 
All requests for extraction of personal-identifiable data (PID) such as date of birth have to be 
approved individually by the practice. 

2) SPIRE will be a public NHSScotland wide service for GP practices that wish to join it. 

3) SPIRE will adhere to relevant legislation4 and nationally agreed protocols5 relating to 
information governance.  

4) SPIRE will not use PID unless it is absolutely necessary and in those special cases where it is 
necessary, this will be done in accordance with the Data Protection Act (1998) (Caldicott 
principle 2). 

5) Patients will be able to opt-out of any data extraction being performed through SPIRE that may 
include information that could be used to identify them6. Patient opt-out will not prevent a 
patient’s data being included in a data extract where there is no risk of identification when the 
data are analysed. An example would be a data extract including aggregate data about the total 
number of patients with a disease that is highly prevalent (such as diabetes). 

6) The SPIRE governance process will be open and transparent and patients will be able to view 
decisions of the SPIRE Steering Group via the SPIRE website. 

7) All requests for information made to SPIRE will be scrutinised by the SPIRE Steering Group 
(SSG); an Independent Advisory Group established to scrutinise requests to extract data from 
GP Practices using SPIRE and check conformance with the SPIRE Information Governance 
principles. 

                                                 
2
http://www.gmc-uk.org/guidance/ethical_guidance/confidentiality_contents.asp 

3
 A National GP Information Service - Proposal by the Primary Care Data Extraction Short Life Working Group -  link to be added 

4
The DPA 1998 Also includes the Common Law Duty of Confidentiality and Article 7 of European Convention on Human Rights 

5
NHS Code of Practice on Protecting Patient Confidentiality - see http://www.ehealth.scot.nhs.uk/wp-content/documents/nhs-code-of-

practice-on-protecting-patient-confidentiality.pdf 
6
 This may be overridden if a data extract is performed specifically to meet a legal requirement (e.g. in response to a court order); if a data 

extract is required to provide information regarding a pandemic; or if the data extract is required to support direct patient care. 

http://www.gmc-uk.org/guidance/ethical_guidance/confidentiality_contents.asp
http://www.ehealth.scot.nhs.uk/wp-content/documents/nhs-code-of-practice-on-protecting-patient-confidentiality.pdf
http://www.ehealth.scot.nhs.uk/wp-content/documents/nhs-code-of-practice-on-protecting-patient-confidentiality.pdf
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3. Scottish Primary Care Information Resource (SPIRE): framework governing access and 
use of patient data for purposes other than direct care 

3.1. SPIRE Information Governance Controls 

SPIRE aims to strike the right combination between maintaining patient trust / confidentiality  and 
facilitating anonymised data extraction to support contractual requirements, health planning and 
research. SPIRE has a number of attributes which highlight the need for a clear and agreed set of 
principles at a national level.  

These attributes are: 

 Scale: SPIRE allows for data from multiple datasets to be linked and analysed. 

 Scotland-wide datasets: Several national datasets are currently, or have previously been, 

extracted from Scottish GP practices, notably the Quality and Outcomes framework (QOF), 

flu vaccination/surveillance and Practice Team Information (PTI). SPIRE will replace these 

collections and allow these and other data from multiple GP practices to be aggregated. 

These aggregated data require a high level of security and ethical scrutiny. 

 Individual Practice and National decision making: SPIRE does not change the fact that 

individual GP practices are Data Controllers and must decide on whether an extraction of 

data should be transferred to the NHS National Services Scotland (NSS) Secure Storage 

Area (SSA). GP practices can assess the merits of an individual research proposal against 

any residual privacy risks, and choose whether to allow release of the data.  SPIRE will 

operate at a national level, within a set of guiding principles and a framework to bring a 

national approach to dealing with research requests (e.g. SPIRE Steering Group (SSG), 

Public Benefit and Privacy Panel (PBPP) etc.). 

 Delegating responsibility: A strength of SPIRE is that the technical side of preparing, 

sending, de-identifying and storing data is delegated to another organisation that has the 

skills and resources to do this work. This will save GP practices time, effort and improve 

security.  Before data are transferred, each GP Practice is the Data Controller. NHS National 

Services Scotland (NSS) becomes the Data Controller (under the governance of the SPIRE 

Steering Group) whilst the data are in transfer (via eLinks) and when data reaches the 

Secure Storage Area (SSA) in NSS. In this respect NSS and Practices are Data Controllers 

in common in relation to any personal data about GP Practice patients as NSS works 

alongside practices (through the SSG) in deciding the purposes for, and the manner in which 

personal information is used or disclosed. The SSA will have all the technical and other 

measures required by a Data Controller. 

Therefore: 

1) GP Practice agreement is required prior to transfer of data 

Delegation of the mechanics of extraction, transfer and storage of data does not replace the 
responsibility of GPs, as individual Data Controllers, to decide on whether data extraction should 
take place and agreeing with the purposes to which the data are to be used in SPIRE during its life-
cycle. All requests for data extraction will be authorised by practices.  

Practices will be given fair and sufficient information about the data to be extracted and reasonable 
time to decide on whether to participate (see Section 4 on General Practice Participation). In 
addition practices will be able to view the content of the data extracted from their clinical IT system. 

2) Only use patient identifiable information where it is absolutely necessary 

This is in accordance with Caldicott Principle 2 and recognition that there are now sound industry 
practices relating to de-identification of Personal identifiable data.  De-identification in SPIRE 
includes the encryption of health identifiers such as CHI (which otherwise may enable re-
identification as gender and date of birth are embedded within it). 
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De-identification occurs before the data leaves the GP practice. Steps are taken to ensure that re-
identification cannot take place unless appropriate to do so (e.g. in the case of encryption of 
identifiers, only a small number of personnel with system administration permissions can link back 
to the original information to facilitate linkage, or the creation of derived data not available e.g. 
creating deprivation category from postcode). In addition, identifiable and non-identifiable data are 
transferred securely from the practice to the SSA as two separate files, so that health information 
and personal-identifiable information are not stored together. 

If patient identifiable information has to be extracted and transferred to SPIRE this must be in 
accordance with the Data Protection Act (e.g. gaining consent and / or Caldicott scrutiny process to 
consider ‘medical research’ purpose). 

 

3) Every patient will have the right to opt-out their PID from SPIRE  

Where a patient makes a specific request to opt-out of SPIRE (for purposes beyond direct care and 
normal NHSScotland business such as monitoring and statistics) this will be recorded at the GP 
Practice, currently using a Read code to prevent extracts of data leaving the practice. If a patient 
chooses to opt-out, all of their PID will be excluded from any SPIRE data extracts that may include 
information that could be used to identify them.  

Patient opt-out will not prevent a patient’s data being included in a data extract where there is no 
risk of identification when the data are analysed such as data extracts including aggregate data 
about the total number of patients with a disease that is highly prevalent (such as diabetes). 

4) Only Secure Storage and the National Safe Haven will be used 

The set of tools deployed by SPIRE provide a secure way to extract, transfer, de-identify and 
reformat data, whilst secure data-centre(s), analytical tools and a suite of identity and access 
permissions control how researchers get access to the data within the National Safe Haven7. 

Data will be extracted, transported and stored securely within an environment owned and controlled 
by NHS National Services Scotland (NSS); the Secure Storage Area (SSA). Patient identifiable data 
will be stored separately from other data after encrypting the CHI number and replacing it with a CHI 
pseudonym (before data leaves the practice) to allow for potential future linkage when approved. 
Additionally the file containing patient identifiers will be encrypted (before leaving the practice). As 
well as performing analysis of the data, NSS responsibilities will include: 

 Implementing and monitoring access control systems. 

 Ensuring coding and anonymisation processes are effective. 

Normally, all patient information will be anonymised prior to analysis. Every effort will be made to 
minimise the requirement for users to access data that are patient-identifiable even when data 
linkage occurs with other data (see Section 3.1.4). User access will be controlled and the minimum 
number of users will only have access to the minimum data they require for approved purposes. 

Following data analysis SPIRE will make handlers and users of the data aware of their responsibility 

to ensure that any outputs derived from data are subject to disclosure control
8
 prior to release to 

ensure that individuals cannot be identified e.g. due to small numbers. 

5) Public benefit over any commercial concerns 

A key aim of SPIRE is that GP decisions to allow extracts of data to be passed to the National Safe 
Haven for specific research projects are always in the public interest and not governed by any 
commercial considerations. For this reason SPIRE is an NHSScotland project with no direct 
payment made to GPs for use of the data and free access to data in the SSA for NHS end-users. 

                                                 
7 
eDRIS National Safe Haven http://www.isdscotland.org/Products-and-Services/EDRIS/Use-of-the-National-Safe-Haven/index.asp?Co=Y 

8
ISD’s Statistical Disclosure Control Protocol sets out how the organisation reduces the risk of disclosure by suppressing, aggregating or 

modifying data before release. 

http://www.isdscotland.org/About-ISD/Confidentiality/Disclosure-Protocol-Version-2-3_webversion.pdf
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6) Open and transparent  

The entire SPIRE process, from how GPs agree to research requests, the way the data are 
extracted, de-identified, stored and used by researchers and the types of security controls in place 
will be described to patients using a range of communication tools including those suitable for 
people with special needs such as a website for the public, posters and an NHS inform helpline.  

Key outputs from SPIRE, such as summary findings and national statistics, will also be made freely 
available to the public online. This will mean that those considering opting out of SPIRE can make 
an informed judgement.  

There will be a public information campaign to raise awareness of SPIRE with the public, and 
practices will be asked to support the programme. Patients will be informed of the types of 
information to be extracted and the wider benefits of supporting the service through allowing their 
information to be extracted. They will also be informed of how they can ‘opt-out’ from their personal 
confidential data being extracted if they wish to do so. 

7) GP-led governance for GP-held data 

The SPIRE Steering Group (SSG) has been set up to oversee all requests for new data extractions 
and ensure adherence to all agreed principles and arrangements in relation to Information 
Governance.  

Other national fora, such as the Public Benefit & Privacy Panel (PBPP), will play an important role. 
In due course the SSG and PBPP may merge but initially the SSG will include representation from 
patients, GPs, Scottish Government, relevant professional bodies as well as NHS Caldicott 
Guardians. GPs, as Data Controllers, will remain responsible for making decisions about how such 
data in their custody is used and shared. 
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3.1.1. Routine Extracts – Central Functions 

SPIRE will provide a mechanism by which data are extracted to support other essential functions 
performed by NHS National Services Scotland (NSS) e.g. data to support contractual arrangements, 
potential future GP Payments (via the Practitioner & Counter Fraud Services Strategic Business 
Unit), and data to support wider public health e.g. flu surveillance to Health Protection Scotland. 

The SPIRE Steering Group (SSG) will oversee development of these data extracts and will agree 
content and the purposes for which the data can be used. 

 

3.1.2. National GP Contract 

SPIRE was developed to include functionality for extractions for the Quality and Outcomes 
Framework (QOF), part of the National GP Contract. With QOF being retired after the 2015/16 
financial year, this function can still be used for example to improve the quality of data recorded in 
Disease Registers. Practices can decide to opt in or out of data extraction in formats comparable to 
QOF, or its successors. 

SPIRE will work closely with GP representatives to ensure that appropriate searches and reports 
will be available for practices and practice clusters to fulfil requirements for any new contractual 
requirements. 

 

3.1.3. Data Extracts 

Before any general practice electronic patient records are accessed, all requests received by the 
SPIRE team to run queries to extract data will be: 

 

a) Reviewed and refined by SPIRE staff to ensure that only the minimum necessary PID are 
planned to be extracted. 

b) Reviewed to ensure compliance (?) with Caldicott Principles; and 

c) Approved by the SSG following a review: 

 to ensure purpose of the extract is understood and defined; 

 to weigh risks and benefits in order to assess whether the extraction is appropriate and in 
the public interest; and 

 to assess the need for patient consent. 

d) Authorised by the practice, which will be given fair and sufficient information and reasonable 
time to make a choice as to whether to participate. 

e) Publicised through a publicly-accessible website. 

f) Following a bespoke extraction, data will be transported to and stored securely in the Secure 
Storage Area within NHS National Services Scotland (NSS). The following will then apply: 

 Access to each individual extract will be controlled with patient-identifiers stored 
separately and access provided to the latter only when essential and approved. 

 The file containing patient-identifiers will be encrypted; only those small number of staff 
authorised to do so will be able to decrypt the file so that (for example) derived items can 
be created or data linkage can be enabled. 

 Where any patient identifiable data are being released to the NHS, data will be only be 
released where there is a signed a data sharing agreement with NSS / PHI stipulating 
that the data will be stored securely and accessed and used only for agreed purposes 
and in line with non-disclosure policies. 
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 Where data are being linked, at individual patient level, with other sources of data, 
including other national sources, NSS’s Electronic Data Research and Innovation 
Service (eDRIS)9 will be utilised to facilitate data linkage without the need for PID to 
leave the NSS Secure Storage Area or the requirement to provide users with access to 
PID – see Section 3.1.4 for more information. 

 A record of the query (but not the outputs) and the date(s) it was run will be retained for 
audit purposes. Audit trails will be available to track all user access to a particular 
bespoke extract. 

 Data extracts will be held only for the minimal time necessary to allow the original 
purpose of the data extraction to be met, after which the data will be destroyed.. 

 

3.1.4. Data Linkage 

Where GP data are extracted and are required to be linked at individual patient level with other 
sources of data, including other national sources, the data linkage capability of NHS National 
Services Scotland’s (NSS) Electronic Data Research and Innovation Service (eDRIS) will be 
utilised. eDRIS is part of the Scottish Health Informatics Programme (SHIP). 

a) eDRIS adheres to the SHIP principles10 and facilitates the linkage of data at individual level 
without the need for PID to leave the NSS Secure Storage Area and without the requirement to 
provide users with access to PID. This process involves: 

 Separation of patient identifiers on source datasets from the attribute / content data; 

 Anonymous indexing of patients on source datasets; and 

 An automated linkage agent to link attribute / content data from source datasets using 
anonymous patient identifiers. 

This process is described in more detail in the SHIP blueprint11. 

b) Where patient-identifiable linked data are required for research the Data Protection Act (DPA) 
and Caldicott2 principles will apply and extraction will be dependent upon the explicit consent of 
the patients involved. 

c) Data linkage will not occur unless approved by the SPIRE Steering Group (SSG) and 
additionally by the Public Benefit & Privacy Panel which currently oversee all data linkage 
occurring within NSS and National Records of Scotland (NRS). The SSG will define criteria for 
possible fast track decisions if required e.g. in a national emergency. 

d) eDRIS provides a secure environment for researchers to access data for approved research. 
Training is provided to ensure each user is fully aware of the policies and procedures governing 
privacy, data protection and non-disclosure; all of which is reinforced and supported by the NHS 
Confidentiality Code of Practice. Users must sign a user agreement12 to demonstrate they are 
aware of their responsibilities. 

 

                                                 
9
 For more information see http://www.isdscotland.org/Products-and-Services/eDRIS/ 

10
http://www.scot-ship.ac.uk/sites/default/files/Reports/Guiding_Principles_and_Best_Practices_221010.pdf 

11
http://www.scot-ship.ac.uk/sites/default/files/Reports/SHIP_BLUEPRINT_DOCUMENT_final_100712.pdf 

12
http://www.isdscotland.org/Products-and-Services/eDRIS/Docs/eDRIS-User-Agreement-V5-(CLO-Recommended-Signing-Version-

010213).pdf 

http://www.isdscotland.org/Products-and-Services/eDRIS/
http://www.scot-ship.ac.uk/sites/default/files/Reports/Guiding_Principles_and_Best_Practices_221010.pdf
http://www.scot-ship.ac.uk/sites/default/files/Reports/SHIP_BLUEPRINT_DOCUMENT_final_100712.pdf
http://www.isdscotland.org/Products-and-Services/eDRIS/Docs/eDRIS-User-Agreement-V5-(CLO-Recommended-Signing-Version-010213).pdf
http://www.isdscotland.org/Products-and-Services/eDRIS/Docs/eDRIS-User-Agreement-V5-(CLO-Recommended-Signing-Version-010213).pdf
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4. General Practice Participation 

The following will apply in respect of GP practice participation in SPIRE: 

 GP Practices will be asked for consent to provide data extractions from their clinical IT 
systems. Practices will retain the right to withdraw that consent at any time. 

 GP Practices will be notified of, and be asked to choose whether to opt-in to, all data extract 
queries before any extracts leave the practice.  Details of all data extract queries will be 
published before they are run after being considered by the SPIRE Steering Group (SSG). 
Practices can choose to opt in or out on a case-by-case basis. If patients opt-out, they will be 
excluded from all extractions of their PID, but not from aggregated data extracts. 

 Where no response is received from a practice in relation to a particular extract SPIRE will 
assume the practice has opted out and no data will be extracted.  

 A practice can change its mind about participation in any data extract at any time. Current 
preferences will always be used when a data extract is run. If a practice opts-in and then at a 
later date chooses to opt-out, then no data will be extracted from that date.  

 Practices will have the opportunity to view the content of any data that are extracted from 
their clinical IT system before and after extraction takes place. 

 It is expected that all practices will agree to certain essential data extracts such as those that 
will support contractual requirements. Under the National Health Service (General Medical 
Services Contracts) (Scotland) Regulations 2004, General Medical Services contractors are 
required to provide NHS Boards with “any information which is reasonably required by the 
Board for the purposes of or in connection with the contract” and “any other information 

which is reasonably required in connection with the Health Board’s functions”
13

.  

 

                                                 
13

http://www.legislation.gov.uk/ssi/2004/115/contents/made 

http://www.legislation.gov.uk/ssi/2004/115/contents/made

